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(54) A method for printing and verifying authentication documents 


(57) A system and method for printing images for 
use in an authentication document from a plurality of dif- 
ferent printers and/or capture devices. Each of the plu- 
rality of different printers and/or capture device having 
a unique ID. The images are printed on an authentica- 
tion document with the unique ID. The system provides 
for verification that the presenter of an authentication 
document. The unique ID and/or other information may 
be provided in a form that is not visible under normal 
viewing conditions. By canning the image the unique ID 
may be obtained and used for authentication. The ob- 
tained ID may be compared with a known information 
stored at a database for confirming that the presenter of 
the authentication document is the individual to whom it 
was issued. 
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Description 

[0001] This invention relates to the printing and veri- 
fication of authentication documents such as passports, 
licenses and other official papers. 
[0002] To obtain a passport, the user submits two 
hardcopy images of themselves along with a proof of 
identity to the passport-issuing agency. If the user is not 
personally known to the acceptance agent, proof of 
identity is required. Proof of identity can be a previously 
issued passport, a commercially issued document such 
as a bearer document, a Certificate of Naturalization, a 
driver's license, or a Government Issue Identity card or 
pass. The user can send, via the U. S. Postal Service, 
the two hard copy images and proof of identity to the 
passport-issuing agency. In addition to proof of identity 
the passport-issuing agency requires proof of citizen- 
ship such as a certified birth certificate or previously is- 
sued passport. The reason for the proof of identity and 
proof of citizenship is to insure that the image on the 
passport is an authentic image of the person carrying 
the passport. By use of the term "authentic" it is meant 
that the image can indicate to a viewer or a reader with 
a high degree of certainty that the image has not been 
tampered with or changed. Digital technologies enable 
a user to capture and digitize a self-image for use on a 
passport. When the image is in the form of a hardcopy 
print or photographic negative, the image can be digi- 
tized by scanning the print or photographic negative to 
obtain image data which is then stored as an image file 
on a computer. The user's image can also be captured 
using a digital camera such as a KODAK DC290 Zoom 
Digital Camera or a KODAK Professional DCS 660 and 
then the image file can be loaded directly into a compu- 
ter. 

[0003] Digital printers such as KODAK PS 8650 Color 
Printer or a KODAK Photo Printer 4700 are capable of 
digitally printing an image from the stored image file. 
Prints produced using printers such as those listed 
above, have been deemed acceptable for use on pass- 
ports. When an image is printed digitally, additional data 
can be encrypted into the image. The encryption is ac- 
complished by using pixels in the image itself to encode 
specific information. This method of encrypting informa- 
tion is disclosed in U.S. Patent 5,859,920 to Scott J. Daly 
et al, U.S. Patent 5,905,81 9 to Scott J. Daly, U.S. Patent 
5,835,639 to Chris W. Honsinger et al, and in U.S. Pat- 
ent 6,044,51 6 to Chris W. Honsinger et al, 
[0004] Another method incorporating additional infor- 
mation into a digitally printed image is to print the added 
information using inks or dyes that are not visible or 
scannable under normal viewing conditions. These inks 
or dyes are viewable or capable of being scanned under 
special lighting conditions such as infrared or UV lights. 
Eastman Chemical Company under the trade name N. 
I.R.F. (near-infrared fluorophore) inks sells appropriate 
suitable ink for placement of the information. 
[0005] Digital printing technologies allow images to be 


printed from digital files stored on servers. The passport 
image files can be downloaded to remote viewing loca- 
tions on demand. Commonly assigned U.S. Patent Ap- 
plication Serial No. 09/359,152, filed July 22, 1 999, en- 
5 titled "Authorizing the Printing of Digital Images" by Pat- 
ton et al describes a method for sending a digital image 
file to an authorizing agency. 

[0006] A problem is that the methods currently used 
to produce passports do not provide a method for direct - 
10 |y linking the image on the passport and the information 
on the passport. Currently there is nothing contained in 
the image such as a code or encrypted message to link 
the image to the passport. Hence, linking it to the person 
carrying the passport. Therefore it is possible to remove 
is one image from the passport and replaced with a differ- 
ent image. 

[0007] The present invention is directed to authenti- 
cation document and a method for producing them, 
which overcome the problems of the prior art. 
[0008] In accordance with one aspect of the present 
invention there is provided a method of printing images 
for use in an authentication document from a plurality of 
different printers, each of the plurality of different print- 
ers having a unique ID, comprising the steps of: 

allocating a unique ID to each of the plurality of dif- 
ferent printer; and 

printing the image with the unique ID printed there- 
on by the printer. 

[0009] In accordance with another aspect of the 
present invention there is provided a method of printing 
an image for use on an authentication document where- 
in the image is captured by one of a plurality of different 
cameras, each of the cameras having an unique ID com- 
prising the steps of: 

capturing the image with one of the cameras; and 
forwarding the image to a printer for printing of the 
image and the unique ID of the camera which cap- 
tured the image, the unique ID being printed in a 
manner such that unique ID is not visible under nor- 
mal viewing conditions. 

[0010] In accordance with another aspect of the 
present invention there is provided a method of printing 
an authentication document, comprising the steps of: 

capturing an image with a camera having a unique 
ID, printing the image on a media such that the im- 
age is visible; and 

printing the unique ID on the media with a ink that 
is invisible under normal viewing conditions within 
the image. 

[0011] In accordance with yet anther aspect of the 
present invention there is provided an authentication 
document comprising; 


25 


30 


35 


40 


45 


50 


2 


3 


EP 1 152 592 A1 


4 


an image associated with the holder of the authen- 
tication document; 

a first indicia placed in the image which is not visible 
under normal viewing conditions, the first indicia 
comprising a unique ID associated with the device 
used to print the image; and 
a second indicia comprising the unique ID associ- 
ated with the image; and 

a third indicia comprising a unique ID associated 
with a printer used to print the image. 

[0012] In accordance with another aspect of the 
present invention there is provided a method of verifying 
that the presenter of an authentication document is the 
same individual associated with the authentication doc- 
ument, comprising the steps of providing an image on 
the authentication document, the image including a first 
indicia which is not visible under normal viewing condi- 
tions, the first indicia comprising a unique ID associate 
with the holder of the authentication document; 

a second indicia which is invisible under normal 
viewing conditions, the second indicia comprising a 
unique ID associated with the captured device used 
to capture the image; 

a third indicia in the image which is not visible under 
normal viewing conditions, the third indiciacompris- 
ing a unique ID associated with the captured device 
used to capture the image; 
scanning the image so as to obtain the unique cap- 
ture ID and/or the printer ID; 
comparing the unique ID with a known database for 
confirming the capture and/or printing of the image 
at the designated location or device. 

[001 3] I n still another aspect of the present invention 
there is provided a method for verifying that the holder 
of an authentication document is the holder to which the 
authentication document was issued. 
[0014] In accordance with another aspect of the 
present invention there is provided a method of printing 
an authentication document from a plurality of different 
locations, each location having a unique ID associated 
therewith, comprising the steps of: 

allocating a unique ID to each of the locations; and 
printing an authentication document at the location 
which includes the unique ID printed thereon in a 
manner such that it is not normally visible under nor- 
mal viewing conditions. 

[0015] In yet another aspect of the present invention 
there is provided an authentication document compris- 
ing a first image thereon, the image having an indicia 
which is not visible under normal viewing conditions, the 
indicia capable of confirming the appropriate person to 
which to the document has been issued. 
[001 6] In still yet another aspect of the present inven- 


tion there is provided a system for monitoring and/or ver- 
ifying that the presenter of an authentication document 
is the individual to which the authentication document 
was issued, comprising the steps of: 

5 

capturing an image and printing it onto a media, the 
media further and including that a visible indicia 
printed on the image on the media which can be 
used for authenticating the individual to which the 
10 document has been issued; 

a scanner for scanning of the document and provid- 
ing the information to a remote locality; 
a camera for capturing the presenter of the docu- 
ment at a remote location capable of confirming the 
is identity of the individual; 

a scanner for scanning information from the docu- 
ment and transmitted to the remote location such 
that further verifying information can be called up at 
the remote location for verifying the presenter. 

[0017] In another aspect of the present invention 
there is provided a method of verifying that the presenter 
of an authentication document is the same individual to 
which the authentication document was issued, the au- 
thentication document having an image of the individual 
to which the authentication document was issued and 
an indicia which is not visible under normal viewing con- 
ditions, the first indicia comprising a unique ID associ- 
ated with and an image of the recipient to which the au- 
thentication document was issued, the unique ID and 
the image being digitally stored at a data base; 

presenting the authentication document at a remote 
location by a presenter; 

scanning the image at the remote location so as to 
obtain the unique ID; 

forwarding the unique ID electronically to the data 
base; and 

forwarding the image stored at the data base in re- 
sponse to receipt of the unique ID to the remote lo- 
cation for verification that the presenter is the same 
as the individual to which the authentication docu- 
ment was issued. 

[0018] In yet another aspect of the present invention 
there is provided a method of verifying that the presenter 
of an authentication document is the same individual to 
which the authentication document was issued, the au- 
thentication document having image of the individual to 
which the authentication document was issued and an 
indicia which is not visible under normal viewing condi- 
tions, the first indicia comprising a unique ID associate 
with and an image of the recipient to which the authen- 
tication document was issued, the unique ID and the im- 
age being digitally stored at a data base; 

presenting the authentication document at a remote 
location by a presenter; 
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scanning the image at the remote location so as to 
obtain the unique ID; 

capturing a live image of the presenter at the time 
of presentation; 

forwarding the unique ID and the live image elec- 
tronically to the data base; and 
comparing the stored image associated with the 
unique ID with the live image for verification that the 
presenter is the same as the individual to which the 
authentication document was issued. 

[0019] In another aspect of the present invention 
there is provided a method of printing an authentication 
document, comprising the steps of: 

capturing an image with a capture device having a 
unique ID, 

recording the date and time the image was cap- 
tured, 

forwarding the captured image and date to a stor- 
age location, 

storing the image and recorded date in memory at 
the storage location, 
assigning a unique ID to the image, 
forwarding the image to a remote location with re- 
spect to the storage location for printing, 
printing the image on a time sensitive authentication 
document. 

[0020] In the detailed description of the preferred em- 
bodiments of the invention presented below, reference 
is made to the accompanying drawings in which: 

Fig. 1 is a plan view of a hardcopy print made in 
accordance with the present invention; 
Fig. 2 is a plan view of a passport made in accord- 
ance with the present invention; 
Fig. 3 is a schematic diagram of a system for print- 
ing and verifying of passports and other authentic 
documents; and 

Figs. 4 and 5 together illustrate a flowchart of a sys- 
tem for capturing a passport image. 
Figs. 6 illustrates a flow chart of a system for veri- 
fying a passport image. 

Figs. 7 illustrates a flow chart of a system for veri- 
fying an image of a person. 

[0021 ] The present description will be directed in par- 
ticular to elements forming part of, or in cooperation 
more directly with, the apparatus in accordance with the 
present invention. It is understood that elements not 
specifically shown or described may take various forms 
well known to those skilled in the art. 
[0022] Now referring to Fig. 1 there is illustrated a plan 
view of a hardcopy print 10 (such as a photograph) 
made in accordance wrth the present invention for use 
in verifying passports and other authentication docu- 
ments. In the embodiment, the print 10 has an indicia 


area 20 including a first invisible indicia 30 in the form 
of a name. The name identifies the person in the print 
10. The indicia area 20 includes second invisible ma- 
chine-readable indicia 40 in the form of a document 

5 identification number such as the passport number 
linked to the name in indicia 30. The first and second 
indices 30 and 40 respectively confirm that the person 
in the print 10 is the person belonging to the passport 
or document. The print 1 0 has a third indicia in the indicia 

10 area 40 consisting of a unique identification number 50. 
[0023] Now referring to Fig. 2 there is illustrated a plan 
view of an authentication document 60 made in accord- 
ance with the present invention. In the embodiment il- 
lustrated the authentication document is a passport is- 

15 sued by a governmental authority to an individual. Print 
10 appearing on the passport 60 is linked to the name 
70a and 70b printed on the authentication document 60 
by the information contained in the indicia area 20. The 
information including a first, second and third invisible 

20 indices 30, 40, and 50 respectively ensure the print 1 0 
used is an authentic image of the person to which the 
passport 60 was issued. The identification number 40 
may be the passport number 80a and 80b printed on the 
authentication document 60. The unique identification 

25 number 50 may be printed somewhere on the passport 
in a field of numbers 85 in a manner that is not discern- 
able without knowing the numbers exact location. The 
exact location of the identification number 40 maybe 
contained in the identification number 40 itself. The box 

30 90 illustrates the location of the identification number 40 
in the number field 80. 

[0024] Referring to Fig. 3, there is illustrated a sche- 
matic diagram of a system for printing and verifying of 
authentication documents such as a passport made in 

35 accordance with the present invention. A unique identi- 
fication number 50 placed on the authentication docu- 
ment can be used to identify a camera 1 20a or 120b or 
any other image capture device used to capture an im- 
age 125 of a person 130. The cameras 120a and 120b 

40 each have their own unique identification numbers 1 1 5a 
and 115b respectively which can be linked through an 
algorithm to each image that is captured using the spe- 
cific camera. The unique identification number 50 may 
also be used to identify a printer 135a, 135b, 135c, and 

45 1 35d used to produce the hardcopy print 1 0. The print- 
ers 135a, 135b, 135c, and 135d each have their own 
unique identification number 1 55a, 1 55b, 1 55c, 1 55d re- 
spectively which can be linked through an algorithm to 
each print that is printed using the specific printer. The 

so unique identification number 50 may also be used to 
identify the remote location 145 and 140 where the im- 
age 125 was captured or the print 10 was printed re- 
spectively. The unique identification number 50 may fur- 
ther be used to identify the combination of the camera 

ss 1 20a used to take the image, the printer 1 35a used to 
produce the print and the camera's and printer's loca- 
tions. The camera 120a may be located at a location 
different from the printer 135a or at the same location. 
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The unique identification number 50 may further be 
used to identify the person 130, the camera 120a used 
to take the image, the printer 1 35a used and their loca- 
tion. The first, second and third indices 30, 40 and 50 
respectively located in the indicia area 20 are not capa- 
ble of being scanned for reproduction by digital scan- 
ners. In printing the indices 30, 40 and 50 inks are used 
that is not capable of being scanned as disclosed in U. 
S. Patent 5,91 9,730 to Gasper et al, but are capable of 
being read under special viewing conditions. 
[0025] The image 125 of the person 130 is captured 
at a first remote location 145 by the camera 120a. The 
digital image 1 25 of the person 1 30 and associated ver- 
ifying information, document identification number 40 
and unique identification number 50 is sent via a com- 
munications link 160 such as the Internet to a central 
location 150. The digital image 125 of the person 130 
along with the associated verifying information, docu- 
ment identification number 40 and unique identification 
number 50 is stored in digital format in memory 95 on a 
server 110. The associated verifying information is com- 
prised of but not limited to proof of identity and the image 
can be viewed on a monitor 1 00 at the central location 
150. It may be desirable upon receiving the digital image 
file with its associated data to combine the different 
identification numbers into one new identification 
number using an algorithm running on the server 110. 
The algorithm can combine or modify the document 
identification number 40 and unique identification num- 
bers for the camera, printer and their locations to create 
a new unique identification which can be linked to the 
stored image 125. 

[0026] In the case where the person 130 submits a 
previously printed hardcopy image 1 75 of themselves 
for use in the authentication documents, such as pass- 
ports and other similar authentic documents, the hard- 
copy image 1 75 is scanned using a digital scanner 1 80. 
The digital scanner is capable of reading encrypted in- 
formation and/or data that printed with inks not visible 
under normal viewing conditions as discussed above. 
The digital image 125 of the person 130 and encoded 
data that has been read is sent via the communications 
link 160 to a central location 150 where the image 125 
along with the associated verifying information are 
stored in digital format on a server 110. As in the case 
where a camera is used to capture the image the scan- 
ner 180 as well as its location can have a unique iden- 
tification number 185 which can be linked to the digital 
image 125. The scanned digital image 125 can be 
viewed on a monitor 100 at the central location 150. 
[0027] When the person 1 30 uses the passport 60, at 
a remote location 190, the document identification 
number 40 is electronically transmitted as signals from 
a computer 200 at the remote location 1 90 to the server 
1 1 0 at the central location 150 over the communication 
channel 160. The document identification number 40 
identifies the digital image file of the person 130. The 
document identification number 40 also indicates where 


the file is located on the server 1 1 0 at the central location 
150. The image 125 of the person 130 and associated 
verifying information is displayed on a monitor 100 at 
the central location 150. The digital image 125 can be 

5 transmitted from the central location 1 50 to the remote 
location 190 over the communications channel 160 
(such as a phone line, secure communications link, or 
the internet) to the computer 200 where the digital image 
125 is displayed on a monitor 210, The image 125 can 

10 be compared directly to the person 130 using the pass- 
port 60 at the remote location 190. 
[0028] The system of Fig 3 can be operated in a 
number of an other ways in accordance with the present. 
For example, the passport 60 of the person 130 is 

is scanned at the remote location 1 90 on the scanner 1 80. 
The scanned image, document identification number 40 
and unique identification number 50 which is not visible 
under normal viewing conditions are electronically 
transmitted as signals from a computer 200 at the re- 

20 mote location 1 90 to the server 11 0 at the central loca- 
tion 1 50 over the communication channel 1 60. The doc- 
ument identification number 40 identifies the digital im- 
age file of the person 130 and where the file is located 
on the server 110 at the central location 150. The image 

25 1 25 of the person 1 30 and associated verifying informa- 
tion is displayed on a monitor 1 00 at the central location 
1 50 and is compared to the transmitted image. A mes- 
sage is sent to the remote location 190 indicating wheth- 
er or not the picture 1 0 that is on the passport matches 

30 the digital image 125 stored on the server 110 at the 
central location 150. 

[0029] In yet another method operation of the system 
of Fig. 3 the passport's unique identification number 50, 
which is not visible under normal viewing condition, is 

35 transmitted from the central location 150 to the remote 
location 1 90. The transmitted identification is compared 
to the unique identification number 50 encoded on the 
passport 60. When the passport 60 is scanned using the 
scanner 1 80 at the remote location 1 90, the unique iden- 

40 tification number 50 is displayed via the computer 200 
on the monitor21 0. The scanner 1 80 has ifs own unique 
identification number 1 85. The methods described in the 
above embodiments may be used to verify the identity 
of the person using the passport 60 or other authentica- 

45 tion document such as a credit card, title, deed, ID card, 
lease, bond, certificate of deposit, bank account books, 
etc. 

[0030] In the method of operating the system of Fig. 
3 the digital image of the person is captured at the re- 

so mote location 1 90 using a digital camera 220. The digital 
camera 220 is linked directly to the computer 200. To 
verify the identity of the person 1 30 the captured digital 
image 125 is transmitted along with the unique identifi- 
cation number 50 from the remote location 190 to the 

55 central location 150 where it is compared to the image 
stored on the server 110. One example is a person using 
a credit card. The image of the person using the credit 
card is captured at the remote location and sent with the 
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credit card number to the central location where the im- 
age filed with the credit card number being used is com- 
pared to the captured image. The unique identification 
number can be but is not limited to a passport number, 
driver's license number, credit card number, airplane 
ticket number, school or college ID number, social se- 
curity number, etc. 

[0031] Now referring to both Figs. 4 and 5 there is il- 
lustrated a flow chart of a system for capturing an image 
for an authentic document in accordance with the 
present invention. Starting with Fig. 4, the person 130 
goes to a remote location 145 to have their image cap- 
tured for use on a passport 60 or other authentication 
document as shown in block 300. The user's image 1 25 
is captured digitally. In the embodiment illustrated the 
image is captured using the digital camera 120a or 1 20b 
(such as a KODAK DC290 Zoom Digital Camera or a 
KODAK Professional DCS 660) having a unique identi- 
fication number. The person's name and proof of iden- 
tification are entered into the server's (database) 11 0 as 
shown in 310 and 320 respectively. The identification 
number of camera 120a or 120b respectively that is re- 
corded is entered as shown in block 330. The unique 
identification number for the remote location 145 of the 
cameras is entered as shown in block 340. The unique 
document identification number 40 is created as shown 
in block 350 and the data is transmitted to the central 
location 1 50 as shown in block 360. The data transmit- 
ted from the remote location 1 45 at step 370 is received 
at the central location 150. 

[0032] Now flowing to Fig. 5 which flows from Fig. 4, 
the computer 110 at the central location 150 links the 
person's image 125 with all the identification data as 
shown in block 380. The algorithm running on the com- 
puter 110 at the central location 150 creates a new 
unique identification number 50 and links the proof of 
identification and image 125 to the unique identification 
number 50 as shown in blocks 390 and 400 respectively. 
The proof of identification image 125 and the unique 
identification number 50 are stored in the server 110 at 
the central location 150 as shown in block 410. The im- 
age 125, the unique document identification number 40 
and the unique identification number 50 are transmitted 
to the remote printing location 140 as shown in block 
420. The remote location 140 prints the image 125 with 
the unique document identification number 40 and the 
unique identification number 50 on to an image to be 
part of or formed on an authentication document as 
shown in block 430. The authentication document is for- 
warded to the owner to whom it is issued. The remote 
location 140 transmits the unique printer number of the 
printer that was used to print the image 155a, 155b, 
1 55c, or 1 55d and the printer location numberto the cen- 
tral location 1 50 as shown in blocks 440 and 450 respec- 
tively. The data from the remote printing location 140 is 
received at the central location 150 as shown in block 
460. The server 1 1 0 at the central location 1 50 links the 
printer and location numbers to the person's image 125 


and other data and stores all the unique identification 
numbers, image 125 and proof of identity in the server 
110 as shown in blocks 470 and 480 respectively. 
[0033] Referring back to Fig. 4, rather than using a 
5 camera 1 20a or 1 20b to capture the image, the person 
130 can submit a previously captured hardcopy print 
175 of himself or herself for scanning at the remote lo- 
cation 190 as shown in block 305. The scanned image 
125 and the proof of identification flows through the 
10 same steps as the camera 120a, captured image. In the 
case of the scanner each scanner 180 has it's own 
unique identification number 1 85. 
[0034] Now referring to Fig. 6, there is illustrated a 
flow chart of a system for verifying an authentication 
15 document. The authentication document 60 is present- 
ed at a remote location 1 90 where the authentication 
documentation 60 is scanned on a scanner 180 as 
shown in block 500. The unique identification number 
50 is displayed as part of the image 1 25 on the monitor 
210 along with the location of the unique identification 
number 50 in the field of numbers 85 on the authentica- 
tion document 60 as shown in block 510. The operator 
at the remote location 190 compares the unique identi- 
fication 50 displayed on the monitor 210 against the 
number indicated by the box 90 in the number field 85 
as shown by the decision block 520. If the numbers 
match, the remote location 190 allows the person 130 
holding the authentication document 60 to pass as 
shown in block 610. If the numbers do not match, the 
appropriate action is taken as shown in block 530. If the 
numbers do match, the operator may or may not decide 
to verify the image 1 0 on the passport 60 as shown in 
decision block 540. If the operator decides not to verify 
the image 1 0 on the passport 60, the operator allows 
the person 130 holding the passport 60 to pass as 
shown in block 610. If the operator decides to verify the 
image 10 on the passport 60, the scanned image 125 
at the remote location 190 is transmitted with ifs unique 
identification number 50 to the central location 150 as 
shown in block 550. At the central location 150 the 
unique identification number 50 is used to retrieve the 
image 125 linked to that specific unique identification 
number 50 from the server 110 as shown in block 560. 
The transmitted image and retrieved image are viewed 
on the monitor 100 and compared as shown in block 
570. If the images do not match as shown by decision 
block 580, the data and appropriate action to be taken 
is transmitted to the remote location 190 as shown in 
block 590. The remote location 1 90 receives the data 
and appropriate action is taken. For example, the per- 
son 130 holding the passport 60 is not allowed to pass 
as shown in block 600. If the images match, the remote 
location 1 90 receives the data from the central location 
150 and allows the person 130 holding the authentica- 
tion document 60 to pass as shown in block 610. 
[0035] Now referring to Fig. 7, Fig. 7 illustrates a flow 
chart of a system for verifying an image of a person. The 
digital image 125 of the person 130 is captured at the 
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remote location 1 90 using, for example, a digital camera 
220 as shown in block 700. To verify the identity of the 
person 1 30 the captured digital image 1 25 is transmitted 
along with the unique identification number 50 from the 
remote location 1 90 to the central location 1 50 as shown 
in block 710. The central location 150 using the unique 
identification number 50 locates and retrieves the per- 
son's image 125 stored or the server 110 as shown by 
block 720. The retrieved image 125 is displayed on a 
monitor 125 where it is compared to the transmitted im- 
age 1 75 as shown in block 730. If the images match as 
indicated by decision block 740, the data is transmitted 
to the remote location 1 90 as shown in block 750 and 
the person 130 is allowed to proceed with their action 
or transaction as shown by block 760. If the images do 
not match as indicated by decision block 740, the data 
is transmitted to the remote location 190 as shown in 
block 770 and the person 1 30 is not allowed to proceed 
with their action or transaction as shown by block 780. 
[0036] While the image can be printed on a hard copy 
paper, which is then made a part of the authentication 
document, the image may be printed directly on the au- 
thentication document. By recording the date at the time 
the image 125 is captured and storing the capture date 
with the image 125 or as part of the image file on the 
server 1 1 0, the image 1 25 may be download and printed 
on time sensitive authentication documents. Examples 
of a time sensitive authentication documents are a driv- 
er's license, passports, national identification cards, etc. 
The ability to download the user's image and print it di- 
rectly on the time sensitive authentication document 
would eliminate the need for the userto go into the DMV 
or passport office to renew the driver's license or pass- 
port. 


Claims 

1 . A method of printing images for use in an authenti- 
cation document from a plurality of different print- 
ers, each of said plurality of different printers having 
a unique ID, comprising the steps of: 

allocating a unique ID to each of said plurality 
of different printers; and . 
printing said image with said unique ID printed 
thereon by said printer. 

2. A method of printing an image for use on an authen- 
tication document wherein said image is captured 
by one of a plurality of different cameras, each of 
said cameras having an unique ID comprising the 
steps of: 

capturing said image with one of said cameras; 
and 

forwarding said image to a printer for printing 
of said image and said unique ID of said camera 


which captured said image, said unique ID be- 
ing printed in a manner such that unique ID is 
not visible under normal viewing conditions. 

5 3. A method of printing an authentication document, 
comprising the steps of: 

capturing an image with a camera having a 
unique ID, printing said image on a media such 
10 that said image is visible; and 

printing said unique ID on said media with an 
ink that is invisible under normal viewing con- 
ditions within said image. 

*5 4. An authentication document comprising; 

an image associated with the holder of said au- 
thentication document; 

a first indicia placed in said image which is not 
20 visible under normal viewing conditions, said 

first indicia comprising a unique ID associated 
with the device used to print said image; and 
a second indicia comprising the unique ID as- 
sociated with said image; and 
25 a third indicia comprising a unique ID associat- 

ed with a printer used to print said image. 

5. A method of verifying that the presenter of an au- 
thentication document is the same individual asso- 

30 ciated with said authentication document, compris- 
ing the steps of providing an image on said authen- 
tication document, said image including a first indi- 
cia which is not visible under normal viewing condi- 
tions, said first indicia comprising a unique ID asso- 
35 ciate with the holder of said authentication docu- 
ment; 

a second indicia which is invisible under normal 
viewing conditions, said second indicia com- 
40 prising a unique ID associated with the cap- 

tured device used to capture said image; 
a third indicia in said image which is not visible 
under normal viewing conditions, said third in- 
dicia comprising a unique ID associated with 
45 the captured device used to capture said im- 

age; 

scanning said image so as to obtain said unique 
capture ID and/or said printer ID; 
comparing said unique ID with a known data- 
50 base for confirming the capture and/or printing 

of said image at said designated location or de- 
vice. 

6. A method of printing an authentication document 
55 from a plurality of different locations, each location 

having a unique ID associate therewith, comprising 
the steps of: 


25 


30 


35 


40 


45 
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allocating a unique ID to each of said locations; 
and 

printing an authentication document at said lo- 
cation which includes said unique ID printed 
thereon in a manner such that it is not normally 
visible under normal viewing conditions. 

7. A system for monitoring and/or verifying that the 
presenter of an authentication document is the in- 
dividual to which said authentication document was 
issued, comprising the steps of: 

capturing an image and printing it onto a media, 
said media further and including that a visible 
indicia printed on the image on said media 
which can be used for authenticating the indi- 
vidual to which said document has been issued; 
a scanner for scanning of said document and 
providing said information to a remote locality; 
a camera for capturing the presenter of said 
document at a remote location capable of con- 
firming the identity of the individual; 
a scanner for scanning information from said 
document and transmitted to said remote loca- 
tion such that further verifying information can 
be called up atsaid remote location for verifying 
the presenter. 

8. A method of verifying that the presenter of an au- 
thentication document is the same individual to 
which said authentication document was issued, 
said authentication document having an image of 
said individual to which said authentication docu- 
ment was issued and an indicia which is not visible 
under normal viewing conditions, said first indicia 
comprising a unique ID associated with and an im- 
age of the recipient to which said authentication 
document was issued, said unique ID and said im- 
age being digitally stored at a data base; 

presenting said authentication document at a 

remote location by a presenter; 

scanning said image at said remote location so 

as to obtain said unique ID; 

forwarding said unique ID electronically to said 

data base; and 

forwarding said image stored at said data base 
in response to receipt of said unique ID to said 
remote location for verification that the present- 
er is the same as the individual to which the au- 
thentication document was issued. 

9. A method of verifying that the presenter of an au- 
thentication document is the same individual to 
which said authentication document was issued, 
said authentication document having image of said 
individual to which said authentication document 
was issued and an indicia which is not visible under 


normal viewing conditions, said first indicia com- 
prising a unique ID associate with and an image of 
the recipient to which said authentication document 
was issued, said unique ID and said image being 
5 digitally stored at a data base; 

presenting said authentication document at a 
remote location by a presenter; 
scanning said image at said remote location so 
10 as to obtain said unique ID; 

capturing a live image of said presenter at the 
time of presentation; 

forwarding' said unique ID and said live image 
electronically to said data base; and 
is comparing said stored image associated with 

said unique ID with said live image for verifica- 
tion that the presenter is the same as the indi- 
vidual to which the authentication document 
was issued. 

20 

10. A method of printing an authentication document, 
comprising the steps of: 

I 

capturing an image with a capture device hav- 
25 ing a unique ID, 

recording the date and time the image was cap- 
tured, 

forwarding the captured image and date to a 
storage location, 

30 storing the image and recorded date in memory 

at said storage location, 
assigning a unique ID to the image, 
forwarding the image to a remote location with 
respect to said storage location for printing, 

35 printing the image on a time sensitive authen- 

tication document. 
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300 


CAPTURE THE PERSON'S IMAGE 
USING CAMERA WITH 
IDENTIFICATION NUMBER 


305 


SCAN THE HARDCOPY OF THE 
PERSON'S IMAGE USING THE 
SCANNER WITH IDENTIFICATION 
NUMBER 


1 


£ 


ENTER THE 
PERSON'S NAME 


■310 


ENTER THE PERSON'S 
PROOF OF IDENTIFICATION 
INFORMATION 


■320 


ENTER THE CAMERA OR 
SCANNER IDENTIFICATION 
NUMBER 


330 


ENTER THE REMOTE 
LOCATION IDENTIFICATION 
NUMBER 


■340 


CREATE DOCUMENT 
IDENTIFICATION 
NUMBER 


■350 


TRANSMIT DATA TO CENTRAL 
LOCATION FROM REMOTE 
LOCATION 


■360 


RECEIVE DATA AT CENTRAL 
LOCATION FROM REMOTE 
LOCATION 
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■370 


GO TO FIG 5 
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FROM 
FIG 4 
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LINK THE PERSON'S IMAGE 
WITH IDENTIFICATION DATA 

I 

CREATE UNIQUE 
IDENTIFICATION NUMBER 

I 

LINK THE PERSON'S PROOF OF 
IDENTIFICATION INFORMATION AND IMAGE 
TO UNIQUE IDENTIFICATIO N NUMBER 

I 

STORE THE PERSON'S PROOF OF 
IDENTIFICATION INFOMATION AND IMAGE IN 
SERVER WITH UNIQUE IDENTIFICATION NUMBER 

1 

TRANSMIT THE UNIQUE IDENTIFICATION 
NUMBER TO THE REMOTE LOCATION 

t 

REMOTE LOCATION PRINTS PERSON'S 
IMAGE WITH UNIQUE IDENTIFICATION 
NUMBER ENCODED IN THE IMAGE 

* 

TRANSMIT PRINTER UNIQUE 
IDENTIFICATION NUMBER TO CENTRAL 
LOCATION FROM REMOTE LOCATION 

I 

TRANSMIT PRINTER LOCATION UNIQUE 
IDENTIFICATION NUMBER TO CENTRAL 
LOCATION FROM REMOTE LOCATION 

I 

RECEIVE DATA AT CENTRAL LOCATION 

FROM REMOTE LOCATION 

1 

LINK PRINTER LOCATION IDENTIFICATION 
NUMBER TO PERSON'S IMAGE, IDENTIFICATION 
DATA AND UNIQUE IDENTIFICATIO N NUMBER 

* 

STORE DATA IN SERVER AT 
CENTRAL LOCATION 
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PASSPORT IS SCANNED AT 
THE REMOTE LOCATION 
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THE UNIQUE IDENTIFICATION NUMBER IS 
DISPLAYED ALONG WITH THE LOCATION 
OF THE UNIQUE IDENTIFICATION NUMBER 
IN THE NUMBER FIELD 



-510 


TAKE 
APPROPRIATE 
ACTION 


-530 


THE IMAGE IS TRANSMITTED WITH THE 
UNIQUE IDENTIFICATION NUMBER TO 
THE CENTRAL LOCATION 


THE CENTRAL LOCATION USING THE 
UNIQUE IDENTIFICATION NUMBER LOCATES 
THE PERSON'S IMAGE ON THE SERVER 
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THE IMAGE IS VIEWED ON THE MONITOR 
AT THE CENTRAL LOCATION VERIFYING 
THE IMAGE STORED ON THE SERVER WITH 
THE IMAGE ON THE PASSPORT 
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,560 


570 



590 -j 


APPROPRIATE ACTION 
IS TRANSMITTED TO 
THE REMOTE 
LOCATION 


THE REMOTE LOCATION 
RECEIVES THE DATA FROM THE 

CENTRAL LOCATION AND 
ALLOWS THE HOLDER OF THE 

PASSPORT TO PROCEED 


THE REMOTE LOCATION 
RECEIVES THE DATA FROM THE 
CENTRAL LOCATION AND DOES 
NOT ALLOW THE HOLDER OF 
THE PASSPORT TO PROCEED 


FIG. 6 
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PERSON'S IMAGE IS CAPTURED 
AT THE REMOTE LOCATION 
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THE PERSON'S IMAGE IS TRANSMITTED 
ALONG WITH THE UNIQUE IDENTIFICATION 
NUMBER TO THE CENTRAL LOCATION 



THE CENTRAL LOt 
UNIQUE IDENTIFICATI 
THE PERSON'S IMA 

NATION USING THE 
ON NUMBER LOCATES 
GE ON THE SERVER 


710 


720 


THE IMAGE IS VIEWED ON THE MONITOR AT THE 
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THE DATA IS TRANSMITTED TO 
THE REMOTE LOCATION 
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THE DATA IS TRANSMITTED TO 
THE REMOTE LOCATION 
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THE REMOTE LOCATION RECEIVES 
THE DATA FROM THE CENTRAL 
LOCATION AND ALLOWS THE 
PERSON TO PROCEED 
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THE REMOTE LOCATION RECEIVES 

THE DATA FROM THE CENTRAL 
LOCATION AND DOES NOT ALLOW 
THE PERSON TO PROCEED 
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